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Field Spectroscopy of Emergency Shelters 
 
 
Naval Postgraduate School Remote Sensing Center 
 




The use of tarps after an event has been noted in both international (Haiti earthquake 
above on the left) and domestic disasters (Joplin, MO tornado damage on the right). The 
goal of the spectroscopy experiment was to develop a spectral library based on the 






When disaster events cause damage to shelter, commercially available tarps are often 
used as temporary cover for displaced people or damaged structures. This was seen both 
internationally after the Haiti earthquake but also domestically as recently as the Joplin, 
MO tornado damage.  These plastics tarps are often sold through local retailers or 
distributed by aid organizations. Because many are of a unique color, and made out of 
materials that are not naturally occurring, they exhibit unique reflectance properties. The 
researchers would like to measure the reflectance properties using a field spectrometer. 
The collection of measurements (a spectral library) can later be used to correlate the 









The researchers would like to take reflectance measurements of a variety of tarps 
throughout the day over two days. The reflectance properties of any material are 
impacted by the incoming solar irradiance, the viewing and illumination angles, and the 
diffuse scattering of light by clouds/atmosphere. Measuring the samples over the course 
of two days should help facilitate a larger variety of these conditions. Additionally, the 
researchers would like to place some of the tarps on structures that could later be tasked 
and used for calibration/validation of the ground measurements. 
 
Measurements/Data Collection Plan: 
 
The ASD field spectrometer will be used to collect tarp reflectance properties, using an 
eight degree field of view attachment. This will measure the reflectance of tarps between 
350-2500 nm. Before taking each sample, the spectrometer requires a sampling to white 
balance. Then, a moving and still capture of the tarp with 30 samples taken for each will 
be collected. Finally, the data will be processed and displayed for use in image processing 
software. 
 
Measures of Performance/Measures of Effectiveness: 
 
The data will be continually checked for accuracy by comparing with reflectance 
measurements taken in a lab setting. 
 
What new capability (or improvement to existing capability) does this represent? 
 





The NPS team successfully collected field spectra for all of the tarps brought down to 
Camp Roberts. The picture included on the following page demonstrates the white 
balancing process that was required every 15 minutes to correct for sensor drift and 
rotation of the earth. The preliminary results showed common absorption features at the 
1.7 and 2.3 micron wavelengths. These absorption features are especially useful because 
they lie outside of the atmospheric interference wavelengths at 1.4 and 1.9 microns. 
Because the visible reflectance of all the tarps varied, these common absorption features n 
the short wave infrared provide opportunities for algorithm development to automate 
their detection.    
 




Observations and Comments: 
 
The spectral library plot shown on the following page includes all of the tarp 
measurements. The blurred area at 1.9 microns shows the typical water vapor interference 
we expect from the sun.  Further analysis is needed to determine the parameters to 
extract those common absorption features from a hyperspectral image. The RSC team will 
attempt a variety of classification techniques to implement this including band math and 













Naval Postgraduate School Remote Sensing Center 
 




Determine the accuracy of structural damage assessment using a fused lidar and imagery 
product. This product could assist local, state, and federal response in the preservation of 





After an earthquake, many buildings and houses are damaged from the lateral forces of 
ground shaking. The first step in any coordinated response begins with assessing the 
damage, generally done from the ground. In previous earthquakes, the assessment of a 
wide area, and difficulty maneuvering on the ground; however, has challenged 
stakeholders in disaster response. Overhead imagery has now been used after many 
events as an alternative tool to assessment on the ground.  The limited accuracy of 
imagery analysis, however, prevents emergency managers from relying on this capability 
alone. Light detection and ranging (lidar) provides an additional capability to understand 
the height of the structure. After the Haiti earthquake, the fusion of lidar and imagery 
products assisted researchers with extracting the damaged buildings (Dr. Jie Shan et al). 
They concluded that “elevation derived from lidar provides important aid in determining 
damaged buildings by introducing the missing dimension in the remote sensing imagery”. 





This experiment will examine the use of lidar and imagery fused data to create 3D 
building models for damage assessment. The models will be created for the cantonment 
area in the North of Camp Roberts. This area has a large number of barracks, many of 
which show structural damage and have not been demolished because of their protected 
habitat status. These damaged structures will act as the targets for detection. The 
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barracks without any damage will serve as the control. The researchers would like to 
determine how well the 3D models can be interpreted to assess major structural damage. 
 
Measurements/Data Collection Plan: 
 
The lidar data for the cantonment area of Camp Roberts has already been acquired. It was 
captured in 2010, by the Association of Monterey Bay Area Governments (AMBAG) and 
sponsored by USGS. Horizontal accuracy is within 2 sf and vertical accuracy within 1.2 sf.  
The las file point cloud will be transformed into a gridded surface model using QT 
Modeler. Then, NAIP orthoimages acquired in 2010 will be draped on the surface to 
texture the models. An area will be determined to have volunteers, without prior 
knowledge of the site, assess the 3D models for damage. Finally, the researchers will 
validate the actual structures damaged at the site and compare these with the volunteer 
assessments to determine the accuracy.  
 
Measures of Performance/Measures of Effectiveness:  
 
In order to produce an operational product, we hope to achieve an accuracy assessment 
of over 90% of heavily damaged buildings. Heavy damage is defined for CERT teams by 
FEMA as "partial or total collapse, tilting, [and]obvious structural instability". 
 
What new capability (or improvement to existing capability) does this represent? 
 
This research will help determine the need for additional data collection after an 
earthquake.  It will determine if the gap of damage assessment can be filled  with the use 




The RSC Remote Sensing team was 
able to confirm that lidar (light 
detection and ranging) data fused with 
visible ortho-rectified imagery could 
successfully be used to identify 
damaged structures. This capability 
was demonstrated to a variety of 
emergency management and disaster 
response stakeholders.  
 
The cantonment area of Northern 
Camp Roberts was used as the study site. This area contains many old barracks that were 
damaged but not yet demolished. As the photographs below demonstrate, the damage 
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was severe and reflects what may occur in a large earthquake event when lateral forces 
cause buildings to collapse. 
 
Observations and Comments: 
 
 
While the damage was easily identifiable in the fused product, the team was unable to 
validate the exact accuracy because many more buildings have collapsed since the 
collection of the imagery and lidar data. The use of contour lines was noted as an 
additional feature that made detection of the damage easier. Future work will determine 
if a roof top extraction technique could assist automated damage detection after an event. 
  
 





 Gatewing  
 
 
Figure 1: Gatewing's innovative low-cost imagery-collection and exploitation system 




Demonstrate that a mapping system using a UAS specifically designed for this purpose, 
can be used to map areas to detect changes on the ground with fast mobilization times 




Presentation of features and demonstration flights of UAS-based mapping system. 




Preferred day: Wednesday 29Feb12.  Organizers will set up "features" on the ground, 
currently considering colored tarpaulins, packing crates and other objects over an 
approximately 1 sq. km. area.  Gatewing will operate its aircraft to map this area, 
conditions permitting, at 150 m above ground level (AGL) to capture 75% overlap 
(forward- and side-lap) imagery that has a ground sampling distance of ~5 cm per pixel.  
Following the initial flight, "features" will be re-arranged and another data collection 
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flight performed. This will be repeated again. Raw imagery and orthophotos will be 
delivered to collaborating software systems that will be used, together with visual 
examination to detect changes and report on feasibility of the system. 
 
Measurements/Data Collection Plan: 
 
UAS operators will coordinate with ground organizers to define area and plan flights. 
When ground features are set, they will operate flights for no more than 45 min each to 
collect imagery (~500 images will be collected per flight).  Imagery will be processed into 
orthophotos and together with raw imagery delivered to change detection system experts. 
 
Measures of Performance/Measures of Effectiveness:  
 
Accurate records of changes made by ground personnel will be kept so that change 
detection software results can be compared. Disaster relief experts will then be the judge 
of whether the system is sufficiently able to detect the changes. One proviso: as with all 
aerial RGB imaging, only that which can be observed from the air will be in the dataset. 
 
What new capability (or improvement to existing capability) does this represent? 
 
The X100 mapping system is a low footprint (size, mass, complexity, cost) system that can 
be fielded easily by two people (pilot and observer) who can also perform the image 
processing to generate the orthophotos. It is designed with features such as easily 
electronics package (brain) into a new airframe, so that if frames are damaged, a renewed 
aircraft can be put up in the air in minutes after the swap is completed.  The system is 
designed to fly under clouds, in fact cloudy bright days are the ideal lighting conditions, 
with winds up to a maximum speed of 70 km/h. The aircraft can be flown in a drizzle or 
snow, however moisture in the air may decrease the detail that can be observed in the 
images. It can also takeoff and land, with experienced fliers with cross winds of 80 km/h, 




The experiment focused on triage measurement, supporting the “tarps” triage model. Two 
flights over the same area (ranch house area) were performed: one without tarps and one 
with tarps on the road. 
 
The flights are pre-planned in the field and the flight plan is uploaded to the UAS. Once 
launched, the UAS autonomously maps the area according to the flight plan and by 
taking pictures with a high overlap. When finished the UAS lands on the spot which was 
pre-defined in the flight plan. 
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Flight 1. Feb 28, 2012. Start: 5PM, duration: 38 min., height: 125 m above ground level 
(AGL), picture overlap (forward and side): 75%, area covered: 1.26 km2. This resulted in 
910 raw pictures with average GSD of 4.6 cm/pixel. It was a sunny day with a light wind 
coming from SE. 
 
 
Figure 2: Flight 1 sample image of ranch house without tarps (raw picture) 
Flight 2. Feb 29, 2012. Start 5PM, duration: 24 min., height: 100 m AGL, picture overlap: 
75%, area covered: 0.27 km2. This resulted in 259 raw pictures with average GSD of 3.7 
cm/pixel. It was a cloudy day (some drizzle) with a heavy wind coming from SW. 
 
 
Figure 3: Flight 2 sample image of ranch house with tarps (raw picture). 
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After each flight the raw frames are downloaded and processed on the spot using 
Stretchout, Gatewing’s rapid mapping software. The resulting orthophoto mosaic of each 
flight is available within the hour and have a resolution of ~ 16 cm. 
 
 
Figure 4: Screen capture of flight 2 orthophoto mosaic of ranch house with tarps (rapid processing) 
The orthophoto mosaics were input to the ENVI software (Chris Clasen/NPS) where the 
result clearly detects the changes in the landscape. 
 
Figure 5: Spectral angle mapper change detection using ENVI software 
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Figure 6: Two color multiview change detection using ENVI software 
 
Figure 7: Image transform (principle component band 6) change detection using ENVI software 
Observations and Comments: 
The high-resolution processing has been done in the Gatewing offices (using a more 
powerful machine than the field-laptops, and taking a few hours). The high-resolution 
orthophoto mosaics will be provided to Mr. Chris Clasen for further manipulation with 
the change detection software. 
This experiment has also collected data on archaeological and environmental sites in the 
ranch house and river area, reflecting a ‘dual-use’ approach – i.e. perform the flight demo 
in support of RELIEF, and produce data useful to the base archaeologist at the same time. 
Imagery and resulting data products will be furnished to Camp Roberts personnel 
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responsible for archaeology and environment issues. Please read the ad hoc form for more 

























Field Papers (formerly known as Walking Papers) is a paper based map editing system, 
which digitizes using QR Codes.  The system has been tested at previous RELIEF 
exercises, and continues with the upcoming event. 
 




This is a demonstration and testing experiment, which will require approximately 8-12 
hours of effort to train and implement with volunteers.   
 
Measurements/Data Collection Plan: 
 
The Field Papers will be prepared prior to arrival at RELIEF, and distributed for 
annotation.  The annotated papers will be photographed and collected.  If there's 
sufficient interest the participants can also digitally annotate the data. 
 
Measures of Performance/Measures of Effectiveness:  
 
Successful annotation and digitization of a Field Papers atlas. 
 
 
What new capability (or improvement to existing capability) does this represent? 
 
The ability to manage larger numbers of incidents. 
 





Lightweight and Resilient Cellular Networks 
 
 
Range Networks, Inc. 
 




We will operate a light-weight, portable 2.5G cellular network based on OpenBTS 
software.  Our primary interest in this deployment is to gain experience in connections to 
Ushahidi servers and other open source packages used by the response community.  We 
will also run experiments with RRLP (the query protocol for embedded E911 GPS 




See http://openbts.org for information about OpenBTS itself.  Range is designing and 




We will operate at least two (and possibly four) man-portable 2.5G GSM cell sites with 
self-contained power. 
 
Measurements/Data Collection Plan: 
 
The main reportable statistics will be the number of test messages transferred and the 
number of telephone call minutes carried.  
  
Measures of Performance/Measures of Effectiveness:  
 
The main measure of effectiveness will be the ability of the network to continue to 
provide service despite intermittent network connections, and to provide consistent 
service across the multiple cells, where ever they might be deployed. 
 
What new capability (or improvement to existing capability) does this represent? 
 
We are provided a much simpler, more power efficient and more portable emergency 
cellular network, in contrast to the COWs typically used for these applications.  This 
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network is also very flexible, allowing on-site development of ad hoc interfaces between 
2G (non-smart-phone) handsets and other IP-based applications.  New capabilities to be 





We had good success in deploying a 2-cell network based on OpenBTS, but mixed success 
integrating on-site with Tethr and Medweb.  We learned some new lessons about our 
software tools. We have an on-going relationship with both Medweb and Tethr and plan 
to resolve all of our integration issues over the next few weeks. We also attempted to 
integrate our SIP PBXs with those of Lockheed-Martin’s cellular network, but ran into IP 
routing problems that could not be resolved in the time available. (We could have easily 
connected the two systems through an off-site switch, accessed via satellite, but that 
would have defeated the purpose of the integration attempt.) We will try a different 
integration approach with them next time. 
 
The detailed report, with network diagrams and photos, is available at 
https://wush.net/trac/rangepublic/wiki/RELIEF12-2#ActualEvent                                                                          
 
Observations and Comments: 
 
While we did not have a flawless operation, the problems we experienced were mostly 
due to trying new things.  We learned a lot from the experience and look forward to 



















We will operate a crisis mapping and communications solution that provides Wi-Fi access 
to client computers, tablets and smart phones. This unit can also provide internet 
backhaul to these clients either via 3G/4G radio or satellite. We will provide a local crisis 
mapping solution (Ushahidi) accessible to all client devices. 
 
Lastly, we will interface with the Range Networks "Lightweight and Resilient Cellular 
Networks" experiment. We will receive SMS messages from cell phones on the cellular 
network into the Ushahidi crisis map, allowing any cell phone user to create a crisis 




Tethr is designing equipment and solutions to provide portable crisis mapping and 




We will demonstrate at least one (and possibly two) lightweight portable 
communications and mapping servers that provide Ushahidi crisis mapping, Wi-Fi access 
and internet backhaul. Power will be provided via solar panels and (possibly) backup 
batteries. 
 
Measurements/Data Collection Plan: 
 
We will gather both objective and subjective data. 
  
Measures of Performance/Measures of Effectiveness:  
 
Objective measures: number of clients connected to the Tethr box via Wi-Fi; number of 
clients using Ushahidi from computer, tablets, or cell phones; number of crisis reports 
generated in Ushahidi, number of successful SMS messages passed from the Range 
Networks cellular phones. 
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Subjective measures: ease of connection to Tethr box via Wi-Fi; gauge of how fast or 
useful the 3G/4G backhaul is, gauge of how fast or useful the satellite internet connection 
is; how useful the SMS messages into Ushahidi are. 
 
What new capability (or improvement to existing capability) does this represent? 
 
For the crisis response community, obtaining both internet backhaul and a useful crisis 
mapping solution is a difficult proposition at best. We aim to provide both of these 
capabilities in an easy-to-use package that is both portable and capable of being used on 




We spent the most of the first morning on Wednesday setting up tents and gear. Since 
one of our goals was to interoperate with the Range Networks and Lockheed experiments, 
we also had to wait for their gear to be set up and operational. This was somewhat 
hampered by wind and rain, but we did have a local network set up with Range Networks 
by mid-day on Wednesday. 
 
Our hardware was operational mid-morning and we were able to test local wi-fi clients 
connecting to the Tethr prototype device and accessing our local instance of Ushahidi. 
This is a local instance of Ushahidi that does not require external connection to the 
internet so we were immediately able to begin entering simulated crisis reports on the 
map of McMillian airfield.  
 
The planned use of MedWeb’s VSAT for internet backhaul ran into problems apparently 
both due to rain and the use of a radar system at the airfield so we relied on a Hughes 
BGAN terminal for backhaul on Wednesday. 
 
Thursday we spend most of the day troubleshooting the ability to pass SMS messages 
from the Range Networks OpenBTS GSM cell site into our Tethr platform. By the end of 
the day we were able to receive SMS messages in our local queue but were not able to 
pass those into Ushahidi as crisis reports. This was one of our goals so in this instance we 
only partially succeeded in our experiment. 
 
Friday morning we attempted a planned experiment with Range Networks and Lockheed 
Martin. Our plan was to connect wireless networks between Tethr and Lockheed and 
then pass SMS messages and SIP voice calls between Range Networks and Lockheed 
Martin’s GSM payload on their Stalker UAV. Unfortunately we were not able to establish 
a working wireless connection between our sites and had do abandon this experiment by 
late morning on Friday. 
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Observations and Comments: 
 
While we did not achieve all our goals for the experiment at RELIEF we did prove out our 
concept as well as get a number of things in place including SMS. We are well positioned 
to take what we learned in the field here and continue work on our prototype with the 
goal of having a production unit ready for RELIEF/JIFX/TNT in August 2012. 
 
Further, this event was extremely useful from a networking standpoint. Meeting all of the 
diverse group of people participating was great, particularly making contacts with on-the-
ground disaster relief operations people like Team Rubicon and Synergy Strike Force. The 
social aspect of RELIEF in furthering ties between military, government and civilians in 
making disaster relief better, faster, stronger, cannot be overstated. We will definitely 











Cellular Situational Awareness and Control 
 
Lockheed Martin Corporation 
 




Demonstrate cellular situational awareness and control for local, state, federal and 
military personnel. Demonstrate capabilities to provide seamless voice and video to all 




Lockheed Martin's concept will provide situational awareness and control in a specific 
area of interest. The following capabilities will be shown; a) Demonstrate Direction 
Finding (DF) for any cellular device, b) Demonstrate the ability to capture all SMS text 
messages, c) Demonstrate the ability to detect cellular hardware configurations, d) 
Demonstrate the ability to disseminate specific messages to target groups, e) 
Demonstrate capabilities to provide seamless voice across heterogeneous 
communications networks to all participants in a humanitarian relief scenario.  
 
Direction Finding (DF) techniques of cellular signals can determine personnel locations 
of both first responders and potential victims. The ability to capture all SMS text 
messages from a disaster area can be used to derive information related to situational 
awareness, potential victims, assessments and response, logistics, etc. The ability to send 
specific messages to targeted groups allow unique messages to be sent to first responders, 
military or local residents. For example, all local residents could be sent a text message to 
go to the local high school for medical treatment. These capabilities enable all first 
responders and military personnel to send/receive both voice and video to enhance the 




The experiment will demonstrate the enhanced situational awareness and response time 
associated with monitoring and control of voice and text messages to/from first 
responders, incident commanders, military and local residents. 
 
Measurements/Data Collection Plan: 
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1. Determine Direction Finding (DF) accuracy of personnel location with cellular 
systems 
2. Monitor cellular configuration changes 
  
Measures of Performance/Measures of Effectiveness:  
 
1. Determine level of enhanced situational awareness with video and voice 
capabilities. 
2. Streaming video from first responders in the field to other first responders and 
incident commander. 
3. Determine the utility of control of text messages 
4. Seamless communications between heterogeneous radio systems. 
 
What new capability (or improvement to existing capability) does this represent? 
 
Non-GPS personnel location, cellular situational awareness and control, interoperable IP 
based communications with various wireless technologies (LMR, 2G/3G/4G, tactical 
radios), remote control of wireless technologies, low bandwidth streaming video from 




We automatically captured all GSM phones within the McMillan airfield location. We 
could define specific groups of phones to retrieve/intercept SMS text messages. We could 
change text messages and resend to the intended phone. The defined groups of phones 
allowed specific messages to be sent to certain groups. For example, the first responder 
group can be sent a unique message to divert to a new location and the general 
population would be sent a message to meet at the park for medical attention. We 
demonstrated streaming video from a smartphone in the field back to our mobile 
operations center (MOC). All video feeds were relayed to our MOC at McMillan air field 
and disseminated to smartphones and tablets via our non-commercial based 2G and 3G 
cellular systems. This demonstrated interoperability with commercial cellular (AT&T) 
and non-commercial 2G and 3G cellular systems. We also demonstrated voice 
interoperability with all cellular networks, Land Mobile Radios and tactical radios. We did 
not demonstrate the Direction Finding capability due to lack of  hardware availability. We 
would like the opportunity to demonstrate at a future event. 
 
Observations and Comments: 
 
Lockheed Martin demonstrated the utility of identifying all phones in a given area and 
the capability to send relevant information to specific groups of people. We also 
demonstrated that voice/data interoperability with commercial cellular carriers, Land 
Mobile Radios, tactical radios and private (non-commercial) 2G/3G cellular systems can 
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provide timely, enhanced situational awareness. The capability to share voice from any 
radio system and video feeds from local fixed video , vehicle and smartphone video from 
the field would enable first responders and commanders to make decisions faster and 










Mobile Operations Center 
 
Lockheed Martin Corporation 
 




Demonstrate situational awareness with a small Unmanned Aircraft System with EO/IR 
and voice communications from a mobile operations center for local, state, federal and 
military personnel. Demonstrate capabilities to provide seamless voice and video to all 




Lockheed Martin's concept will provide situational awareness with a small UAS with 
EO/IR sensors. The UAS sensors will be able to relay data back to the operations center 
and disseminate streaming video to smartphones. Voice communications will be provide 
by a standalone cellular network. First responders will be able to relay video from their 
smartphones back to the operations center or other first responders in the field. Voice 
communications will be interoperable with military and first responder radios. These 
capabilities enable all first responders and military personnel to send/receive both voice 




The experiment will demonstrate the enhanced situational awareness and response time 
associated with real-time voice and video from the field to both first responders in the 
field and incident commanders. 
 
Measurements/Data Collection Plan: 
 
1. Determine utility associated with the small tactical UAS system for humanitarian 
assistance. 
2. Determine range of various Radio Frequency systems (Liberty, MBITR and 
cellular). 
  
Measures of Performance/Measures of Effectiveness:  
 
1. Determine level of enhanced situational awareness with video and voice 
capabilities. 
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2. Streaming video from first responders in the field to other first responders and 
incident commander. 
3. Seamless communications between heterogeneous radio systems. 
 
What new capability (or improvement to existing capability) does this represent? 
 
Interoperable IP based communications with various wireless technologies (LMR, 
2G/3G/4G, tactical radios), remote control of wireless technologies, low bandwidth 




We demonstrated streaming video from a small unmanned aircraft system (UAS) and 
smartphones in the field back to our mobile operations center (MOC). All video feeds 
were relayed to our MOC at McMillan air field and disseminated to smartphones and 
tablets via our non-commercial based 2G and 3G cellular systems. This demonstrated 
interoperability with commercial cellular (AT&T) and non-commercial 2G and 3G cellular 
systems. We also demonstrated voice interoperability with all cellular networks, Land 
Mobile Radios and tactical radios. 
 
Observations and Comments: 
 
A small UAS can provide both commanders and first responders with real-time 
situational awareness for ingress/egress routes, status of infrastructure, possible victims, 
etc. We also demonstrated that voice/data interoperability with commercial cellular 
carriers, Land Mobile Radios, tactical radios and private (non-commercial) 2G/3G cellular 
systems can provide timely, enhanced situational awareness. The capability to share voice 
from any radio system and video feeds from local fixed video , vehicle and smartphone 
video from the field would enable first responders and commanders to make decisions 



















Demonstrate the capability for enhanced situational awareness, forward actionable 
intelligence, force multiplier and collaboration across all forms of communications (radio, 
video, telephony, text messaging, file sharing).   Explore methods for improving HADR 
and DOD DSCA operations through enhanced communications capabilities and 
formation of a common operating perspective across and between all participating 
members, DOD, in country public safety, hospitals, Universities and Schools, property 
management and hotels, NGO's, and critical infrastructure suppliers. 
 
Explore experimentation opportunities for:   
 
1.  Provision and implement at least two command points at Camp Roberts in at least one 
of three locations, the TOC, the FOB, Camp Roberts Fire Team's EMS Center. 
 
2.  Tie into the CAL IRAP community of interest.  Possible participants would potentially 
include NCRIC, SF PD, Transamerica Pyramid.  Please see Network Diagram on page 9 
and participant list on page 10 for more information. 
 
3.  Explore and demonstrate the ability to share data including but not limited to sensor, 
location, medical records, hospital locations and building diagrams.  
 
4.  Explore the ability to tie in imagery/ video from other Relief Participants and share 
across larger COI.  
 
5.  Explore scope of work for extending Community of Interest to Rapidly Deployed GSM 
Infrastructure for multiple tiers of integration.  Develop list of options and priorities.  
 










The Mutualink Platform overcomes the major hurdles to implementing a pervasive 
interoperable communications capability, because (i) it is cost effective by utilizing 
existing communications assets, (ii) it utilizes standard IP based internet networking 
infrastructure, eliminating additional network costs, (iii) it is scalable and modular 
allowing parties to join as and when funding permits rather than requiring a monolithic 
build-out, (iv) participants retain sovereign control over their communications systems 
because controlling intelligence is distributed to the edge and no central server or 
administrative control point exists, (v) it is very easy to use, meaning a broader spectrum 
of participants can use it, and (vi) it is a “bridging” technology that can handle both 
legacy and new radio protocols allowing an effective pathway to next generation radio 
systems which various jurisdictions may pursue in the future. The solution consists of 
intelligent end-point devices that can interface with existing communications and 
multimedia systems, such as radio systems, telephone systems, mobile phones, video 
distribution systems and public announcement systems. Once connected into the 
Network via a broadband internet connection, these assets can then communicate, as 
well as share video and other data, in real time with other network participants who have 
been invited into the same secure incident session. Participation in the incident session is 
controlled solely by each participant through an interoperable work station which allows 
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for communications with invited participants and for the participant to dynamically add 
or remove various communications assets to or from an incident as the circumstance 
dictates and the communications asset owner desires. 
 
Other members on the network can be seen and can be requested to join an incident at 
any time by sending an invitation. This provides a dynamic ad hoc capability that allows 
the right parties to be joined as the circumstances of an operation or emergency require. 
Only participants who are in a secure incident session can hear or monitor 
communications. All other members on the network do not know an incident is 
occurring until they are invited to join. This same environment provides a standing 
capability for any number of agencies to collaborate, plan and share intelligence on the 
fly, and provides a pre-operational briefing and post-operational after action report 
forum. Finally, the platform can be used to rapidly and easily engage in various exercises 
and mission training scenarios in a more cost effective manner. 
 
System Components  
 
The fundamental components of the Mutualink system consist of: 
1) Interoperable Workstations (IWS),  
2) Network interface Controllers (NICs), and  
3) Network Management Service and Key Distribution Service (NMS/KDS). 
 
Each IWS and/or NIC (an “end-point”) is network enabled, meaning that they may 
communicate, control or be controlled by other end-points via the peer virtual network. 
The virtual peer based network is a virtual network constructed over the internet or 
private wide area network using secure VPNs and multicasting technology. Below is a 
basic diagram which shows the relationships between various end-point types. The basic 
principle is that an IWS controls NICs. NICs interface with existing communications 
 29 | P a g e  
 
resources. Through an IWS, NICs can be brought into a communications session with 
other NICs controlled by other IWSs. 
 
IWS. The IWS is a dedicated workstation or laptop operating a secure Linux variant 
known as CentOs. The IWS is a dispatch station that controls various communications 
resources that are connected to the IWS endpoint via the NICs which the IWS controls. 
The IWS employs a computer screen and computer peripheral devices, including a 
mouse, speakers and microphone, through which a user can communicate with other 
IWSs in the interoperable network as well as endpoint communication devices such as 
two-way radios. The IWS enables a user to initiate an interoperable communication 
session and invite other participants into the session, and allows a user to accept or reject 
an incident session invite. Using drag and drop functionality, an IWS user can bring 
communication devices into the interoperable communications session enabling those 
device users to talk with the IWS dispatch user as well as other IWS dispatch 
users and other communications devices that are participating in the communications 
session. 
 
NICs. Network Interface Controllers are devices that enable various communication 
devices, such as radios, telephones and video feeds, to be connected into the 
interoperable network and enable communications and data to be transmitted between 
the device and its parent IWS and other interoperable network IWS and devices.  NICs 
are IP gateway devices that interface with, decode and code, communications inputs and 
outputs into an IP based protocol. Mutualink’s NICs include the following: 
 
 RNIC (Radio NIC) - The RNIC interfaces with diverse types of land mobile radio 
devices. 
 VNIC (Video NIC) - The VNIC interfaces with diverse types of multimedia video 
formats. 
 TNIC (Telephone NIC) - The TNIC interfaces with digital and analog telephone 
systems. 
 INIC (Intercom NIC) - The INIC interfaces with public announcement and 
intercom systems. 
 
NID. The Network Interface Device is a dedicated and configured router which handles IP 
Multicast. A NID is installed at the user’s premises and interfaces with one or IWS within 
the same network space and/or NICs. The NID is owned by Mutualink. Network 
participants are linked together via private network connections. Mutualink employs AES 
256 encryption for secure communications. 
 
NMS/KDS. Network Management Services and Key Distribution Services are over overlay 
services which are administered via secure administration servers maintained by 
Mutualink (or other administrative party) and to which the IWS and NICs can 
communicate.  
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The NMS provides three primary functions: 
1) updating network directory information to distributed end-devices,  
2) delivering software updates, and  
3) network quality and monitoring services. Communications functions are not 
dependent upon the availability of the NMS or KDS services for any existing or 




Peer to peer router will be provisioned for operation at Camp Roberts.  Upon completion 
of router installation, the IWS Command Point, RNIC, VNIC and TNIC will use the router 
as a default gateway and be attached the CAL IRAP network and be able to collaboration 
with stakeholders in the Counties of San Francisco and San Mateo.  This effort should 
take less than one (1) hour and is start forward.  The RNIC will be interfaced to a radio 
control station for immediate use.  The TNIC requires a typical analog POTS line (Fax).  
As soon as the telephone line is attached to the TNIC any permitted telephone number 
can be integrated into a session.  The VNIC requires a composite cable to be connected 
between the output of the Video Distribution System (VDS) and the input of the VNIC.  
Upon completion, video stream can be introduced, shared and removed in real time. 
 
Measurements/Data Collection Plan: 
 
TBD; to be determined. 
 
Measures of Performance/Measures of Effectiveness:  
 
TBD; to be determined. 
 
What new capability (or improvement to existing capability) does this represent? 
 
Any radio, video or telephony system can be placed on any agency, entity or country's 
properly provisioned IP network with that agency, entity or country retaining and 
maintaining control over their radio video and telephony systems.  When a session is 
formed with other network participants, alignment between planners, operators and 
mobile field teams can take place in real time for any time duration.  During the session, 





IRAP RELIEF Demonstration depicted the ability for each and any participant to create a 
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Multi-Partner, Multi-Modal, Federated Session, spanning all levels of command, strategy, 
planning and field operations, to support ad-hoc, pre-defined or emergency ops where 
each participant maintained complete control over their personnel, two way radio and 
telephony communications assets and their video distribution resources. This was 
conducted while demonstrating the ability to create n-Scale, federated, Ad-Hoc, 
centerless sessions on the fly and share live UAV video stream of Camp Roberts with a 
larger community of interest for improved land, air domain awareness. Demonstrated the 
potential usefulness across Sea Domain.  
 
Enhanced situational awareness was also improved with video share and ShotSpotter 
analytics from CAL IRAP, San Francisco back to Camp Roberts for formation of a 
common operating perspective, creation of a joint force multiplier and early warning 
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Scenario / Injects: 
Establish a peer-to-peer, community of interest, by creating a session titled “UAV Stalker 
Feed”, that involved IWS Command and Control Points at Camp Roberts, several 
participants from San Francisco, CA, including Northern California Regional Pyramid 
Building, Academy of Art University and two locations in Newark, NJ including the New 
Jersey Institute of Technology and Picatinny Arsenal.  
 
Each participating agency agreed to participate in and accepts the invitation to “UAV 
Stalker Feed”. Voice communications were established from IWS Command Points to 
brief all participants in the session using VOIP technology. Several participants extended 
the community of interest by including personnel tied into “UAV Stalker Feed”, via 
sovereign two- way radio system(s) and telephony services installed within each 
participant’s area of operation.  
 
Captured Live Video from Airborne UAV from the Camp Robert’s IWS Command and 
Control Point and “share” with a larger “selected and invited” community of interest from 
CAL IRAP and NJIT / Picatinny Arsenal. Executed “video share” without giving up control 
of video resource. Maintained control to “add” or “remove” video sources. 
 
Observations and Comments: 
 
Next Steps (in motion and fluid): 
Plan on working with NPS and Lockheed Martin to work towards hardening the overall 
interface for an always on and available implementation as we look towards future events. 
Clean, crisp, high definition video was transmitted after take off and just before landing. 
Want to work towards providing clean video with little pixilation during take off and 
landing, if possible. Test demonstrated connectivity to larger COI over temporary, 
tertiary, 3G connectivity for back haul for worst-case scenario. 
 
Working with Doc Chumer, NJIT, to develop a plan for long term supported UAV 
capability through a grass roots efforts comprised of public safety, critical infrastructure 
and key resources (CIKR) and involvement from homeland security / homeland defense 
participants. 
 
Held follow-on discussion with Dr. Bordetsky, NPS on 3/5, 3/6 and 3/8 for adding a 
permanent capability to their facilities in Monterey, CA for the ability to tie in the already 
deployed imagery collection points in the San Francisco Bay Cluster for sharing and 
gathering marine based intelligence with the CAL IRAP installed base and laying 








Nextview Imagery Sharing 
 
 
State Department Humanitarian Information Unit (HIU) / National Geospatial 
Intelligence Agency (NGA) 
 




a) Further develop the NextView Imagery sharing documentation to produce formal 
request templates for use by DoS, USAID, IGOs, NGOs and the VTC.  
 
b) Work with the Humanitarian OpenStreetMap Team to integrate imagery web 




The Humanitarian Information Unit (HIU) and NGA have been working to extend the 
utility of commercial high-resolution satellite imagery purchased by the United States 
Government under the NextView license. Historically the HIU has acted as the USG 
clearinghouse for NextView imagery requests from the United Nations, other 
International Organizations, and Non-Governmental Organizations. The HIU’s goal is to 
continue sharing satellite imagery with those partners equipped to utilize the data in its 
native format, and more importantly, expand the utility of the data by sharing it in easier-
to-use web service formats. 
 
Building upon work from Relief 11-4, the proposed experiment for Relief 12-2 would 
address both procedural and technological issues related to sharing NextView licensed 
imagery. In terms of process, this experiment would address internal procedures on how 
to streamline image requests and work to provide updated guidance on the use image 
web services in the ‘NextView License and You’ document. From a technological 
perspective, the HIU has built new capabilities that will support the direct sharing of 
imagery web services using NextView imagery.  The goal of the image web services is to 
create a simple mechanism for enabling crowdsourced data collection from the imagery. 
The best platform for enabling this data collection is the Humanitarian OpenStreetMap 
Team (HOT) Tasking Server. Key developers affiliated with HOT will be available at Relief 








Participants will identify requirements for imagery requests through the Nextview license 
agreement in order to produce a formal document to be used by the VTC, HIU,  USAID 
and OFDA in future HADR scenarios. An image web service derived from Nextview 
imagery with HIU's newly developed capabilities will form the foundation of a 
crowdsourcing project on the Humanitarian OpenStreetMap Team Tasking Server. 
 




Measures of Performance/Measures of Effectiveness:  
 
Expected outcomes will include: 
 
 Nextview imagery request document  
 Imagery web service produced by HIU 
 Nextview based crowdsourcing project within in the HOT Tasking Server 
 
What new capability (or improvement to existing capability) does this represent? 
 
Current workflow for Nextview imagery sharing is not standardized and mainly ad hoc, 
working towards a formalized process from both a policy and technology perspective will 





Department of State Humanitarian Information Unit, USAID/OFDA, and NGA created a 
proposal for revisions to the Nextview imagery license that would accommodate the 
sharing of commercial imagery with NGO’s through a workflow designed at previous 
RELIEF experiments. We identified the key advancements in technology have yet to be 
addressed in the current license such as web based image services and tile caches. With 
many of the policy challenges addressed, we plan to run a full scenario of the process at 
the August RELIEF event, using HIUs new technological capability to provide imagery 
web services ingested by the Humanitarian OpenStreetMap Team Tasking Server. 
 
Observations and Comments: 
 
As it has in the past, RELIEF proved to be a valuable exercise, providing opportunities for 
collaboration with new partners and an environment to work with existing partners in a 
field environment. 
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Experiment #A-11 
Infrastructure as a System 
 
National Defense University, Synergy Strike Force, Burners Without Borders 
 




In the rush to provide basic infrastructure to populations who have been affected by 
disasters, solutions tend to focus on one type of intervention: shelter, water, sanitation, 
power, etc. In only rare circumstances are these infrastructural elements operating as an 
effective, integrated system. Articulated systems with coherent, strong feedback loops 
provide elegant solutions to otherwise complex problems. It is easy to see the benefits, for 
example, of a shelter system that is designed so that rainwater runoff from the roof pours 
into a water storage reservoir, which in turns flows through water purification for 
cooking, and where the excess cooking water is poured into a reservoir for a toilet. 
Generally, the technical approach to designing such systems is the easier part. The 
difficulty lies in the policies that encourage and reward an approach to problem solving 
based on addressing infrastructural elements as isolated problems, instead of addressing 
these elements as parts of a whole.   
 
During reconstruction efforts, that which is quantifiable in some measure often becomes 
that which is funded. As a result interventions often lack integration into greater, overall 
systems and ignore cultural context. At RELIEF 12-02, we are initiating the first in a series 
of discussions surrounding the challenges arising within and around the funding system 
and the monitoring/evaluation processes used by funders to assess the success of 
stabilization and reconstruction interventions. Over 2012, we will explore both the policy 
changes necessary to enable a systems design approach to the provision of infrastructure 
for disaster affect communities, as well as the design methods and implementation of 
integrated systems in affected areas and within the context of the local communities. 
 
The discussion surrounding the topic of ‘Infrastructure as a System’ aims to expose 
existing problem areas and identify obstacles preventing a coordinated flow of 
communication, collaborative efforts, and resource management in the realm of HA/DR. 
Challenges to implementing infrastructural elements as a system and having them work 
as such are comparable to interferences in a circuit that obstruct flow of current. These 
occur across and throughout all levels of operation from policy to funding to execution. 
In addition, major breakdowns occur within intra-agency and inter-agency processes and 
modes of operation in regards to communication, cooperation and collaboration. 
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The ‘round-table’ assembly took place over the course of two afternoons, with many side 
conversations and further discussions continuing outside the designated sessions 
throughout the entire event. The discussion brought together participants from the 
formal sectors such as government and military representatives from the National 
Defense University, Naval Postgraduate School, Combatant Commands, FEMA and 
USAID, as well as members from a range of Informal and Private sector organizations 
such as Harvard Humanitarian Initiative, Synergy Strike Force, Burners Without Borders, 
CrisisMappers, Tethr and Geeks Without Boundaries, among others. Over the course of 
the exercise, these participants contributed valuable knowledge and perspectives drawn 
from a wide variety of backgrounds, range of expertise and broad experience in the field. 
The principle investigators of the exercise monitored the discussion keeping it within the 
scope of topic, all the while recording key notes as the subject matter was explored.  
 
Day 1 
The participants agreed on the need to approach HA/DR infrastructure as a whole 
system, but the discussion turned to non-technical factors that often influence 
infrastructure deployments, such as human interactions, interagency relationships, 
military-civil and military-NGO relations in the field and the sometimes hierarchical 
makeup of the HA/DR community in the affected area. The group discussed some of the 
ways that such impediments were overcome in recent disaster deployments and agreed to 
approach technical side of this debate on the following day. 
 
Day 2 
The second day started with a review of the previous day’s discussion, with key points 
expanded and discussed among several new participants. Through a spirited debate of the 
shortcomings of the current system for designing and implementing infrastructure in 
both emergency and development contexts, the group explored potential structured by 
which the USG might rethink its approach from a systems level. There were two avenues 
for exploration outlined: the way that the USG measures its interventions around 
infrastructure, and the method by which it delivers those programs.  
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Measurement: In many ways, programs get implemented around what can be measured 
and quantified. However, most metrics assume simple systems that can be captured using 
basic statistics and tracked by the venerable but aging log-frame. Most complex systems 
require metrics that apply methods from complex adaptive systems, which bend statistics 
into feedback loops and capture unexpected (non-linear) interactions between people, 
technology, policy, and context. The group agreed that we needed to pull in other SMEs 
to expand on this insight in May. 
 
Method: Based on past experiences with OFDA DART teams as well as two military 
missions—the old design of civil affairs teams and current designs of special operations 
teams—the group explored what it might mean to have teams of specialists deploy to 
assist communities from within. Essentially, the process would teach problem solving to 
communities, by embedding multi-skilled ‘MacGyvers’ to cross-train the affected 
population in key infrastructure specialties like water, sanitation, power, etc. The insight 
reaffirms a lesson that the USG had previous learned and has perhaps forgotten: 
mentoring developing communities in TTPs may be as effective as implementing a 
particular technology by a contractor. The question is how to synergize such cross-
functional mentoring teams with constructs that view infrastructure as complex systems. 
The May conversation will target this design process. 
 
The overall exercise was successful in highlighting shared frustrations in real-world 
response for everyone involved in HA/DR operations, as well as identifying the areas 
requiring further improvement.  The next steps in the process are an analysis of key 
points expressed and apply the lessons learned towards developing recommendations for 
further investigation.   
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Ad Hoc Experiment # B-01 
 










The NPS Remote Sensing team used the imagery collected from the Gatewing UAV over 
two flights to test a change detection method. The tarps used in the field spectroscopy 





















































































































































































The NPS team would like to improve the change detection algorithm (results shown on 
right) to remove the errors caused by shadows and other artifacts. 
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Ad Hoc Experiment # B-2 










Lockheed Martin provided Stalker UAS video feed to the Mutualink appliance. The 
Stalker video feed from Camp Roberts, California was available to Mutualink nodes across 
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Ad Hoc Experiment # B-03 
 










Lockheed Martin provided 2G GSM cellular connectivity for the PMSWAR mobile 
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Ad Hoc Experiment # B-04 
 










Lockheed Martin provided internet connection for Team Rubicon to coordinate their 
operations in the aftermath of multiple tornados in the Midwest. The Lockheed Martin 
SATCOM internet connection provided the bandwidth for the Team Rubicon efforts 
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Ad Hoc Experiment # B-05 
 










Explored possibility of lifting Lockheed 2g repeater payload from Stalker UAV onboard 
Mako balloon. Integration proceeded with Mako power interface.  Checks and mass 





Arrange a test flight at another time/location. 
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Ad Hoc Experiment # B-06 
 




USAID – OFDA 
 
Department of State – Humanitarian Information Unit 
 






Discovered technologies related to creating webmaps using the OpenGeo suite and 
Oracle Spatial.  Made contact with OpenGeo team, discussed details on integration and 




OFDA recently requested the Geographic Information Unit to explore and create a Beta 
webmap.  Perfect timing and perfect venue to discover technology to bring this idea to 
life within OFDA. 
 
 
 
